Specialized Business Solutions — Installing the KeyMail Service

Installing the KeyMail Service

Release Notes:

12/27/24 - v8.01 Build 26 — Added support for OAuth2 and Gmail Accounts. See Page 13.

06/10/25 - v8.01 Build 27 — Added support for OAuth2 and Microsoft/Outlook/Live Accounts. To run the Service,
you must use your Microsoft Account in Windows, to allow the Service to Start. See Page 14.

In a typical installation, the Keystroke Mail Module Service (“the KeyMail Service”) will be installed in the
same location as the Keystroke POS program. This is usually on the Keystroke Server (C:\Keystrok).

Use the Keystroke Update Installer to install KeyMail:
1) In Windows, go to the Start Menu and locate the Keystroke POS shortcut folder, and run the Keystroke
Update Installer.
2) In the Keystroke Update Installer, select Keystroke Extensions.

3) Select Keystroke Mail Module as a Windows Service to download and start the KeyMail installer.
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Specialized Business Solutions — Installing the KeyMail Service

When the Keystroke Mail Module Service Installer is downloaded, it will start automatically.

rE Keystroke Mail ModuletService Setu_ lii_f-r
Welcome KeyMail

Welcome to the Setup Program for the Keystroke Mail Module Service
Keystroke Mail Module

Keystroke Mail Module Service Installer |

Welcome to the installer forthe Keystroke Mail Module Service.

It iz strongly recommended to close all Windows programs before continuing this
installation. If you have any other programs running, please click Cancel or close the
programs, and click MNest.

Click Mext to continue.

Cancel

1) Click Next on the Welcome Screen.
2) Agree to the Terms of the License Agreement and select Next.
3) Verify the install location, typically C:\Keystrok, and select Next.

4) Verify the shortcut folder, typically Keystroke POS. Make Shortcuts Available to All Users should be
enabled. Select Next.

5) Confirm the install settings and select Next.
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6) During the Installation, a prompt to enter the KeyMail Settings is displayed. Select OK.

KeyMail Settings @

'6 You will now be asked to enter the following information:
WY - Email SMTP Server

- Ermnail Address

- Ernail Password

- Keystroke Data Directory

You may be prompted for a password...
(hormally blank on initial installation)

.

h — — = — ———

7) A prompt for password is displayed. The default Password is blank.
So just leave the Password Blank, and select OK.

-

B2 KeyMail - Enter Password to Co.. ﬂ

Fassword: "

Ok Cancel |
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8) The settings screen for the Keystroke Mail Module is displayed.
Email settings are applied here (see the last page of this document for Common Settings).

B3 Keystroke Mail Module - Settings ped

x| AddiD.. v8.00.87

Settings ID: | (Defaul)

Process Through

SMTP Server :

IP Port Number

Port # :

Account Mame:

Password :

From Mame :

From Email :

Reply To Mame (opt):
Reply To Email (opt):
Also sendto (BCC):
Data Directory :
Status Directory :

Attachments Directory :

IF Address :

; |Emai| j
|sn'|tp.gmail.c:um

ga7 [~ usessL (Leave Off for TLS)

|Yuu rEmail@gmail.com

|xxaaxxxnx

|‘r’uurName

|‘r’uu rEmaili@gmail. com

|RepryName

|Yuu rReplyEmail@gmail.com

| Test..

|C:‘.I(EYSTP.DI(E\DATA

|C:\KEYSTROKE‘.DATA

|CAKEYSTROKE

(leave blank for automatic)
] (leave as O for automatic)

I Check for MIC Address Changes

Passward |

Save Cancel

KeyMail settings:

a) Settings ID: Usually left as Default.

b) Process through is set to Email.

c) SMTP Server: This is the outgoing mail server. (See “Common Email Provider Settings” at the
end of this document).

d) Port #: Normally a port number will be assigned by KeyMail based upon the server SMTP name
(i.e., SMTP=smtp.gmail.com will use Port # 587 and turn off “Use SSL (Leave Off for TLS).

e) Account Name/Password: The credentials used to log into your email.

f) From Name/Email: This information will appear in the email header. Note that some email

providers will always use your account information and not use the KeyMail settings.

g) Replay To Name/Email (optional): You can specify a different reply name than the From Name.

h) Data/Status/Attachments Directories: These directories will usually be set to the working data
directory on the Keystroke server (C:\Keystrok\Data\).

1) Attachments Directory: This directory will usually be set to the program directory (C:\Keystrok)

and is where PDF files are printed to using standard forms (EMATTACH.NVC, etc.)

J) The Remaining settings such as IP Address and IP Port Number, and Check for NIC Changes
can typically be left blank.

k) Select Save

to save your settings.
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Specialized Business Solutions — Installing the KeyMail Service

9) The KeyMail installer will indicate that the service was installed successfully.
Select Finish.

E= Keystroke Mail Module Service Setup li—E-J

Installation Finished KeyMaf’
The installation has completed successfully.
Keystroke Mail Module

The Keystroke Mail Module Service Installed
Successfully

The Keystroke Mail Madule Service installation is complete.

Thank you for choosing Keystroke Mail Module Service!

Please click Finish to exit this installer.

You are now ready to setup PDF Printers and Email Print Buttons in Keystroke POS.
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Emailing forms as PDF attachments in Keystroke

Emailing from Keystroke requires setting up printing to a PDF file, and then sending the PDF as an email using

the KeyMail Module.

Add a printer in Keystroke to print forms to PDF file:
1) In Configuration Manager, under Hardware, Printers, add a new printer by hitting INS.

2) Name the printer “Invoice PDF File” (will be used for emailing Sales Invoices).

3) Set driver to WINPDF and set the Port to PDF and assign the filename “Invoice&.pdf*
Note: Use Order&.pdf, Statement&.pdf, etc. for printers used to print other forms to PDF files.

== Keystroke POS - Sample Data

Hardware Settings Files Tables

Exit Utilities Help

<Ins>-Add, <Enter=-Edit, <Esc>-Exit

Report 1 WINDOWS  (Default Windows Printer)

Invoice 2 WINDOWS  (Default Windows Printer)

Receipt 3 WINDOWS  (Default Windows Printer)

Email Printer 4 WINDOWS  MAIL:

Print to File 5 PLAIN file txt

Invoice PDF file 6 WINPDF PDFInvoice& pdf

Purchase Order PDF 7 WINPDF PDF:Order& pdf

Statement PDF 8 WINPDF PDF:Statement& pdf
Store: 1

- Lookup

2/26/2020 1:16 PM

Appearance...
Sales Tax Rates...
Security Levels...
Gift Cards Setup...
Backup - Standard

Backup - Quick Archive

m
.-

- O X

Configure
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Add a printer in Keystroke to send the Email.
1) In Configuration Manager, under Hardware, Printers, add a new printer by hitting INS.

2) Name the printer Email Printer.

3) Set the driver to Windows and set the Port to Mail. The Mail: Parameters screen is displayed. In a
typical installation, all of these parameters can all be left blank.

T L A==

ngrclware Settings  Files Tables Exit Utilities Help

o ot[@ co|v o @ ene|x com 2 ERAjg 8ISy
| | Port 1|
- KeyMail Parameters (can usually be left blank) 7J
Report Status File Location: |
Invoice Server Address: | '
Receipt Server Port Number: 0 Local Port Number: 0

Print to File Seftings ID: | Test KeyMail...

Invoice PDF file
Purchase Order PDI

Statement PDF -
Ok Cancel
Store: 1 |
<F1>-Help 7/16/2013 |11:12 AM |CAPS |NUM Configure

4) Select the Test KeyMail button. This function will first verify communication between Keystroke and
the KeyMail module then prompt you to enter a test email. If you get errors at this point, it might be
related to your Firewall (Keystroke POS uses TCP/IP to send requests to KeyMail). You might try
turning off the Firewall for testing purposes. If needed, add KeyMail.exe, KMailSvc.exe, and
Keystrok.exe to your “allowed applications”.
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5) Enter an email address, subject, and message and select Send to verify that Keystroke can send an email
through the KeyMail Service.

s o) 2 1 A==
|

Hardware 5Settings Files Tables Exit Utilities Help

84 List |2 Edit |o# Ok [ Enter|3 escae 5] q% @Sﬂl

Enter Test Email for testing KeyMail X _| !
Report IO:I _I
Invoice Subject: | —
Receipt Attachment: | 0

EEE oo | .
Print to File |

Invoice PDF fil
vorce e Send Cancel
Purchase Order PD
Statement PDF L |
I
Ok Cancel
i
Store: 1
<F1>-Help 7/16/2013 [11:17 AM [CAPS |[NUM |  Configure |
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Create a Print Button for Emailing Invoices as PDF Attachments

1)
2)
3)
4)
5)
6)
7)
8)
9)

In Configuration Manager, go to Tables, Print Buttons.
Select SM: Sales and then hit enter on Add New Button.
Assign a name to the button like “&Email Invoice”.
Select Form 1.

Select File and select forms like INVGREEN.NVC (other forms are similar).
Select Printer and then select the “Invoice PDF File” printer setup above.

Select OK
Select Form 2.
Select File and select the form EMATT-TN.NVC.

10) Select Printer and then select the “Email Printer” setup above.
11) Select OK, and then select OK again to save this print button.
12) F10 one last time to save all of the Print Buttons.

== Keystroke POS - Sample Data

Hardware Settings Files Tables Exit Utilities Help

Print Button

Number: I 4 |_ Hidden

Name: |&Emai| Aftachment

Use On | - Al
Security Level: | 10

|_ Requires Email Address

[X Save Before Printing
[X Print and Continue

[Fema ] - InvBLUENVC 6 1
Fom2 |-EMATI-INNVC 4 1

Form 3 - None

Form 4 | - None

Ok

13) <F1>-Help, <F10>-Save, <Esc>-Exit

1/7/2020 3:58 PM

Configure

=

Setup Form Messages in Configuration Manager (Settings-Form Messages):
Form Messages are used to customize the body section used when Emailing Forms

Email Body (Sales): Lines 40, 41, 42, 43, 44, and 45
Email Body (Purchasing): Lines 50, 51, 52, 53, 54, and 55
Email Body (AR Statements): Lines 60, 61, 62, 63, 64, and 65
Email Body (ROA Payments): Lines 70, 71, 72, 73, 74, and 75

Email Body (Time Clock Receipts): Lines 80, 81, 82, 83, 84, and 85
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You are now ready to do a test in Sales Manager.

1) Create a new Sales Invoice.

2) Create a customer for yourself, with your own email address on it.

3) Add this customer to the transaction

4) Enter some line items

5) Tender a payment

(ol Keysroke Advanced POS - Samole Dl o o — it m—" =
Transaction Customer Special Exit Utilities Help
B4 Lst | Edit | Ok |@ Enter|X Escape 225
| e s | <Prev Edit Next>
| Customer Main Screen | X Trans | Invoics | Trans
Customer che:|§:§ Number: 30 ?_Ii::r (g:l:r :::
| First Name: | Salut: | Class: |
Il_ Last Name: | Title: |
Business Name: |Specialized Business Solutions
Lookup Name: |Specialized Business Solutions
Billing Address Price Table: |‘ Preferred: |_
Al | Tax Table: |‘
Payment: | 0 ReqPO: [
] [ Credit Limit: | $0.00 Print Stmnts: |Y
Country: | Residential: [ Grace Period: 0 Email [
Total $38.40
Phone: |800_2?5-4?2? Amount Due: $0.00
Eax: | Ph2: |
Email: |eSuppon@KeystrokePOS.cam Last Purchase: 07/16/13
Note: | Last Payment: / /
Birthdate: | Age | === Salesperson: Last Edit: 07/16/13
Contacts | AltCodes | More Data | Custom |
Reg: 1 Tutor Andy EDIT Invoice
<Ins>-List, «Tab>-Move, <F1>-Help

| 7/16/2013 |1_:59 PMJCAPS [NUM | Salfs y
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6) Select the Email Invoice print button.

Transaction Customer Special

Exit Utilities Help

— - —
[T e — )

8§ List B Edit & Ok |E Enter|X Escape

| Sales Invoice

Select Print Button.

If all is setup correctly, you should receive an email from your company with the attached PDF file.

Notes:

'y
4l | Complete Sale
v
@ Payments Tendered
Ex <Select New Payment=
Cash 07/16/13 38.40
OFF
OFF
OFF
Jrintvoce T SubTotal 3547
Disc 0 %: | $0.00
) Shipping: | .
Email Invoice | nippIng $0.00
Tax 825 %! $293
Total: $38.40
Credit Card Receipt | Tendered: $38.40
Yy Remaining:
ncel | On Account; $0.00
Tax: $ 0.000 Dept: 0 0.00 | $38.40
FoodStamp | 10.00
Reg 1 Tutor Andy EDIT Invaice

The Customer Email on the transaction will be used. If there is a Customer Contact, and an email exists for the
Customer Contact, then it will be used instead of the Customer Email.
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KeyMail Settings - Common Email Provider Settings

During the KeyMail Installation (or using the KeyMail Settings icon), you will be asked to enter various email
information regarding the email address, username, and password of the email account that you want KeyMail
to process emails through. The values for these settings can usually be found in the email program you are
currently using. Below are default settings for common email providers.

Gmail settings:

- Gmail SMTP Server Address: smtp.gmail.com

- Gmail Port: 587 (or 465)

- Gmail Use SSL (Leave Off for TLS): OFF

- Gmail User Name: your full Gmail email address (e.g., myemail@gmail.com)
- Gmail OAuth2: See Page 13 for using the OAuth2 Authorization process.

Hotmail settings:
- This now uses Microsoft 365 (Office365, Outlook, MSN, Windows Live Mail) settings.

Microsoft 365 (Office365, Outlook, MSN, Windows Live Mail) settings:
- Microsoft 365 SMTP Server Address: smtp.live.com
- Microsoft 365 Port: 587
- Microsoft 365 Use SSL (Leave Off for TLS): OFF
- Microsoft 365 User Name: your full Microsoft 365 email address (e.g., myemail@live.com)
- Microsoft 365 Password: your Microsoft 365 password
- MS365/0ftice365 OAuth2: See Page 14 for using the OAuth2 Authorization process.

Yahoo! Mail settings:
- Yahoo! SMTP Server Address: smtp.mail.yahoo.com

- Yahoo! Port: 587

- Yahoo! Use SSL (Leave Off for TLS): OFF

- Yahoo! User Name: your full Yahoo! email address (e.g., myemail@yahoo.com)

- UPDATE 2025: You must use “Manage App Passwords” at Yahoo.com.
Go to Yahoo.com Security Settings: https://login.yahoo.com/myaccount/security
You will be asked to log in (any method works, password, QR Code, etc.)
Scroll down near the bottom, under External connections, click on App Passwords
On the Right of External Connections, you will see “What Are App Passwords?”
Click on Create App Password
Enter a name like KeyMail
Click on Generate Password
Click on Copy to copy this 16 character password to the Clipboard (or write it down)
Click on Done

NOTE: You can now enter/paste this Generated App Password into KeyMail.
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Setting up Gmail with OAuth2 Authorization (replaces passwords)

Beginning September 30, 2024: Third-Party apps that use only a password to access Google Accounts will no longer be supported.

The verification method for using the specified Gmail account to send emails has been changed to use the
OAuth2 method instead of UserName/Password. OAuth2 verifies access to the Gmail account by checking with
Google if the KeyMail connection has been given "Send email on your behalf" access.

To switch an existing Gmail Settings ID to use OAuth2 instead of the Password, simply delete the Password.
Once this is done the Password field will disappear. It can be brought back by temporarily changing the SMTP
Server to something other than "smtp.gmail.com".

After entering the SMTP Server as "smtp.gmail.com", and entering in your full email address, an Authorize
button will appear in the right side of the setup. Clicking on Authorize will open your default browser (if not
already logged into the specified account, Google will ask for you to log in. Once logged in with the specified
account, Google displays the "KeyMail wants to access your Google Account" message. Click the "Allow"
button (or “Continue” on some accounts). This should be a one-time process and should not have to be done
again unless using a different Gmail (Google) account. To remove Keymail permissions, open Google Security
Settings: https://myaccount.google.com/connections

rE Keystroke Mail Module
|

Settings ID:

Process Through:

SMTP Server :

Port #:

Account Mame:

From MName :

From Email :

Reply To Mame (opt):
Reply To Email (opt):
Also send to (BCC):
Data Directory :
Status Directory :

Attachments Directory :

IP Address :

IP Port Mumber :

- Settings

(Default) | AddiD.
|

|Email

|5n'|tp.gmﬂil.cum

Sev [ Use S5L (Leave Off for TLS)

|myemﬂil@g mail.com

|r.1',r Name

|m5remail@_g mail.com

|C\KS8\Data\

| KS8\Data\

CwKsa

| (leave blank for automatic)

——

[~ Check for NIC Address Changes

(leave as 0 for automatic)

Password : |

Save Cancel

vi.01.22

Autharize...

i

Test..

November 19, 2025

Page 13 H


https://myaccount.google.com/connections

Specialized Business Solutions — Installing the KeyMail Service

Setting up Microsoft OAuth2 Authorization — replaces passwords
(Office365, Outlook, MSN, Windows Live Mail, Hotmail)

Note: For the KeyMail Service to run with Microsoft OAuth2, your Windows machine must have a Microsoft Account
setup and available as a Log On user for the service. Using a “Local Account” in Windows will not work with the
service, but the KeyMail.exe can be used in the Shell:Startup folder of the current user.

The verification method for using the specified Microsoft 365 (MS365) account to send emails has been
changed to use the OAuth2 method instead of UserName/Password. OAuth2 verifies access to the Microsoft
365 account by checking with Microsoft if the KeyMail connection has been given "Send email on your behalf"
access.

Setup in KeyMail:

- SMTP Server as "smtp.live.com" (port will change to 587 and ‘Use SSL’ will be turned OfY).

- Then enter in your full email address, and an Authorize button will appear in the right side of the setup.

- Click on “Authorize”. A mini-browser will open and ask you to log into your Microsoft account (if you
are not already logged into the specified account).

- Microsoft will display "KeyMail — Let this app access your info?”

- Click on Accept to allow KeyMail to send messages using this account.

- You will be returned to the KeyMail Settings, and the Authorize button will now change to “Reload
Authorization”. You have successfully allowed KeyMail to use your Microsoft Email Account.

- Use the Test button to verify KeyMail is working. You should receive an Email Sent response.

B2 Keystroke Mail Module - Settings x
vd.01.27
Settings 1D:  |HEEETLS] hd Add 1D,

SMTP Server : |w wwlive.com

Port#: |387 [ Use SSL (Leave Off for TLS)

Account Mame : |myemai|@live. com
Authorize...

From Mame : |l.1:.r Name

From Email : |myemai|@live.c:um

Reply To Mame (opt): |

Reply To Email (opt) : |

o

Also sendto (BCC): | Test...

Drata Directory : |C:‘.K53\Dsta\

Status Directory : |C:\KSS\.Datﬂ\.

Attachments Directory |C:‘.KSS\

IP Address : (leave blank for automatic)
IP Port Mumber : |0 (leave as O for automatic)

[ CheckforMIC Address Changes

Password : | Save | Cancel
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Setting up Microsoft 365 OAuth2 Authorization (cont.)

Notes for setting up a Microsoft/Live Account with KeyMail:

If your Microsoft account is already setup in KeyMail, and you wish to switch it to use OAuth2, simply delete the
Password. Once this is done the Password field will disappear and an Authorize button will be displayed.

Note: The password field can be brought back by temporarily changing the SMTP Server to something other than
"smtp.live.com" (i.e. smtp.liveXX.com).

The OAuth2 authorization information is not stored in the KeyMail Settings file. It is stored in a secure cache managed by
Microsoft and there is no way to "see" it or change it. Use one of the 3 links above to remove permissions.

To remove Keymail permissions from your Microsoft Account, open Microsoft Account Settings:

Note: Microsoft is currently using both Microsoft.com and Live.com addresses interchangeably.

1) Open Microsoft Account Settings: https://account.microsoft.com and click on Privacy on the left side of the
webpage. Then find App Access. Find KeyMail for Keystroke Point of Sale. Click on Don’t Allow and this will remove
KeyMail from the list.

2) Go directly to Microsoft Account-App Access Settings: https://account.microsoft.com/privacy/app-access

Find KeyMail for Keystroke Point of Sale. Click on Don’t Allow and this will remove KeyMail from the list.

3) Email to verify your Apps Permissions: https://account.live.com/consent/Manage?fn=email

Find KeyMail for Keystroke Point of Sale. Click on Edit to review the permissions granted. Click on “Remove these
permissions” at the bottom to remove KeyMail.

Technical Notes:

To use Microsoft OAuth2, the KeyMail Service requires a Microsoft Account Log On (shown below). In Windows
Services, manually edit the Log On tab, select This Account, and enter your Windows Microsoft Login Name and
Password. Apply these settings. You will be asked to restart the service. After saving the settings, you can Stop, and
Start the service, or select Restart if that is an option.

| Keystroke Mail Module Properties (Local Computer) X |

: General LogOn  Recovery Dependencies

Log on as:
() Local System account

Allow service to interact with desktop

| € This account: MAdministrator Browse...

Password: (TITTTIT I
|
| anﬁrrn paggwgrd; [T ITTIITITIIITIIT]

0K l Cancel Apply
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Troubleshooting KeyMail - Common Errors and Fixes
Below is an unsorted listing of possible errors and fixes:

Error #-1: The Operation has timed out.

Review the KMERR.LOG file in the program folder (i.e., C:\Keystrok).

Some Email providers have changed their Port and SSL Requirements over the years.
Try Port 587 with SSL checked.
Try Port 25 with SSL checked.

Error #5: System Security Authentication.AuthenticationException...The Operation has timed out.
Followed by other .NET information.

Uncheck SSL (turn off) and try other ports like 2525 which some providers use.

Contact your Internet Mail Provider for exact Port and SSL requirements.

Attachment not sent, but the Email is sent.
- Use the form EMATT-TN.NVC instead of EMATTACH.NVC if printing Invoices, Orders, and Quotes
using the same Keystroke Email Printer.
- Review the KMERR.LOG file in the program folder (i.e., C:\Keystrok).
This will give you information on the attachment that KeyMail is looking for.
It is possible that the location is incorrect, or that the file is not found.

Receiving any of these Error Responses on a Microsoft Entry/Business Account:

- "SmtpClientAuthentication is disabled for the Tenant" or “KeyMail: (SendMSEMail) Error
Authenticating Account with Microsoft”, or “KeyMail: (SendMSEMail) Error connecting with
office365”:

You must enable SMTP in your company's Microsoft Entra account.

This link for Business Accounts might be helpful:
https://learn.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/authenticated-client-smtp-
submission

Option 1: Using Microsoft 365 Admin Center
1. Go to https://admin.microsoft.com and sign in.
Navigate to Users > Active users.
Click on your user account.
In the side panel, go to Mail > Manage email apps.
Look for Authenticated SMTP and make sure it’s checked.

Nk

Option 2: Using PowerShell (Admin Access Required)

If you have access to PowerShell and the necessary permissions:

PowerShell

Connect-ExchangeOnline

Get-CASMailbox -Identity your-email@yourdomain.com | Select SmtpClientAuthenticationDisabled
e Ifit returns True, SMTP AUTH is disabled.
e Ifit returns False, SMTP AUTH is enabled.

You can enable it with:

PowerShell

Set-CASMailbox -Identity your-email@yourdomain.com -SmtpClientAuthenticationDisabled $false
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Troubleshooting KeyMail - Common Errors and Fixes (cont.)

Receiving this error with Gmail:

“KeyMail: Error sending email: The specified Gmail account (youraccount@gmail.com) is not properly
set to allow KeyMail to send emails on your behalf.”

This is followed by the web browser showing a loopback IP address of 127.0.0.1

Possible Solution —Anti-Virus Programs (i.e. ESET, Norton, McAfee, etc.) may not be allowing the process to
finish showing a “Page Not Found”. Turning off AV, Firewall, etc. and repeating the process should fix it.
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